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CyberlQ Smart Agent
User’s Guide

THE CYBERIQ SMART AGENT

The CyberIQ Smart Agent is a software daemon/application that is
installed on the physical servers in CyberlQ’s intelligent, high-availability

infrastructure.

The CyberIQ Smart Agent is used with HyperFlow3, CyberPilot, and
HyperWAN. The functions that the CyberIQ Smart Agent performs are

listed in Table 1.

Table 1
Product

CyberlQ Smart Agent Functions

Agent Function

Usage

HyperFlow3

Probes applications and reports on server
load.

Optional

CyberPilot

Collects server statistics (CPU usage,
memory usage, disk /O time, efc.). Reads
Web logs and calculates average static
and dynamic request latencies. The
collected information is used by CyberPilot
to detect performance anomalies.

Mandatory

HyperWAN

Collects site and server statistics that
allows HyperWAN to make load
balancing decisions based on latency and
hop count.

Optional

If used, the CyberIQ Smart Agent should be installed on all of the servers
in the infrastructure. Installing agents on every managed server in the
infrastructure maximizes the effectiveness of the CyberIQ units.




Who Should Use the CyberlQ Smart Agent?

Whether or not you need a CyberIQ Smart Agent is based on which
CyberlQ devices you have in your network and your network architecture.
Only one CyberlQ Smart Agent is required per server.

HyperFlow3

Not every situation requires the use of the CyberIQ Smart Agent when
using HyperFlow3. Most users will find that the features they need are
already available and there is no need to install the agent.

The CyberIQ Smart Agent was designed to meet specific network needs.
There are a couple of situations in which use of a CyberIQQ Smart Agent

will greatly enhance performance.

e Networks that incorporate a very large number of virtual servers may
experience slowdown as the HyperFlow3 unit polls each of the virtual
servers. Installing the CyberIQ Smart Agent will solve this problem,
saving bandwidth and time as the agent takes over the task of polling

the virtual servers.

* Users of applications such as database servers and StoryServer
application servers will need to install a CyberIlQ Smart Agent if they

require probe capabilities for these servers.

Table 2 lists the probe functions available through HyperFlow3 and those

that require the agent.

Table 2 HyperFlow3 Probe Capabilities (1 of 2

Probe Function HF3 Native CyberlQ CyberlQ
Support Smart Agent  Smart Agent
(Windows) (Linux and
Solaris)
Database Limited, via Yes No
CGl scripts
FTP Yes Yes No
HTTP/HTTPS Partial, only Yes Yes
verifies port
443-no
handshaking
MSDTC No Yes No
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Table 2 HyperFlow3 Probe Capabilities (2 of 2

Probe Function HF3 Native CyberlQ CyberlQ
Support Smart Agent  Smart Agent
(Windows) (Linux and

Solaris)

NetShow (Windows Limited, RTSP Yes No

Streaming Media) only

SMTP Yes Yes No

StoryServer (Vignette)  No Yes No

CyberPilot

CyberPilot requires that the CyberIQ Smart Agent be present on all servers
that are to be monitored by CyberPilot.

HyperWAN

When using HyperWAN without CyberIQ Smart Agents, load balancing is
achieved using the round robin method or a weighted distribution method.
CyberlQ Smart Agents add intelligence to your device, allowing it to
consider latency, hop counts, CPU load, and network load when making
load balancing decisions.

In addition, the use of CyberlQQ Smart Agents allows you to combine
methods (except when using the round robin method) when selecting the
metrics to be used in load balancing.
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Requirements

Table 3 presents the requirements for using CyberIQ Smart Agent with
your CyberIQ products.

Table 3 Requirements (1 of 2)

Product Server Requirements
HyperFlow3 Windows NT
* Microsoft Internet Explorer 4.x with Service Pack 2, or above.
® Windows NT Service Pack éa
® Network Monitor Agent, see “Windows Network Services” on page 9.
* Microsoft IIS
Windows 2000
® Network Monitor Driver, see “Windows Network Services” on page 9.
* Microsoft IIS
Linux
® Intel 80x86 Processor
® Linux kernel 2.2.x
Solaris
¢ Sun Solaris 2.6, 7, or 8
HyperWAN Windows NT
® Microsoft Internet Explorer 4.x with Service Pack 2, or above.
® Windows NT Service Pack éa
* Network Monitor Agent, see “Windows Network Services” on page 9.
* Microsoft IIS
Windows 2000
® Network Monitor Driver, see “Windows Network Services” on page 9.
* Microsoft IIS
Linux
® Intel 80x86 Processor
e Linux kernel 2.2.x
Solaris
¢ Sun Solaris 2.6, 7, or 8
6 CyberlQ Smart Agent User’s Guide — September 2000



Product

Table 3 Requirements (2 of 2)

Server Requirements

CyberPilot

Windows NT

® Internet Explorer 5.x with Visual Basic Scripting enabled

® Windows NT Service Pack éa

* Network Monitor Agent, see “Windows Network Services” on page 9.
* Microsoft IIS

Windows 2000

e Internet Explorer 5.x with Visual Basic Scripting enabled

® Network Monitor Driver, see “Windows Network Services” on page 9.
* Microsoft IIS

Linux

® Intel 80x86 Processor

e Linux kernel 2.2.x

® Smart Agent for Apache Module, see “CyberPilot” on page 12.
Solaris

¢ Sun Solaris 2.6, 7, or 8

® Smart Agent for Apache Module, see “CyberPilot” on page 12

Acquiring the CyberlQ Smart Agent

The CyberIQ Smart Agent is available from the CyberIQ Systems FIP site.
To obtain a free copy of the latest version of the CyberIQ Smart Agent,
contact the Customer Service Department.

CyberlQ Customer Support

Phone: 1-888-482-6789 or 408-369-4700 (in San Jose)
Email: support@cyberigsys.com
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STALLING THE CYBERIQ SMART AGENT

If you have decided that you will benefit from installing the CyberIQ
Smart Agent (see Who Should Use the CyberIQ Smart Agent? on page 4), then
the CyberlQ Smart Agent should be installed on all servers in your
network architecture that will be served by CyberlQ Systems’ hardware.

Windows NT/2000 Installation

The CyberIQ Smart Agent is on the documentation CD that came with
your unit. It is an executable file that launches an installation wizard.
Before installing the CyberIQQ Smart Agent, you must have IIS installed on
the NT server or Windows 2000 server where you plan to install the agent.

To install the agent:

1.

2.

3.

Insert the documentation CD into the CDROM drive.

Click Start| Run.

Type the following string.

<-cdromdrive- name>: \ SAG wi ndows\ Smart Agent X. XX. exe

The installation wizard for the CyberIQ Smart Agent will appear.
Follow the on-screen instructions to complete the installation
process.

Reboot the system.
Once the system reboots, the CyberIQ Smart Agent will be running.
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NOTE: If you are installing the CyberlQ Smart Agent to work with
CyberPilot, you will first need to install Internet Information Server (IIS)

N\ 4 X, and Internet Explorer 5.X. When installing IE, make sure that you

select Visual Basic Scripting.

To check and see if Visual Basic Scripting has been enabled in your
browser:

1. Select Start| Run

2. In the Open box, type wscri pt

If Visual Basic Scripting is installed in your browser, then the Windows
Scripting Host box will appear on your display. If not, you will need to
either reinstall your browser enabling Visual Basic Scripting, or
download Windows Script 5.X from
http://www.microsoft.com/msdownload/vbscript/scripting.asp.

Windows Network Services

If using the CyberIQ Smart Agent with HyperWAN or HyperFlow3, and
you would like to collect network data, you will also need to install
Windows Network Monitor Agent for Windows NT, or Windows Network
Monitor Driver for Windows 2000. These components can be found on
your Windows NT or Windows 2000 CD.

Windows NT Installation

To install Windows Network Services on you Windows NT server:

1. Right-click the Network Neighborhood icon on your desktop.
A pop-up menu appears.

2. Click Properties.
The Network window appears.

3. Select the Services tab.

4. Click Add.
The Select Network Services window appears.

5. Click Network Monitor Agent.

6. Click OK.
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Windows 2000 Installation
To install Windows Network Services on you Windows 2000 server:

1.

Right-click the My Network Places icon on your desktop.
A pop-up menu appears.

Click Properties on the popup menu.

The Network and Dial-up Connections window appears.
Right-click Local Area Connection.

Click Properties.

The Local Area Connection Properties window appears.

Click Install.
The Select Network Component Type window appears.

Click Protocol.

Click Add.
The Select Network Protocol Window appears.

Click Network Monitor Driver.

Click OK.

10
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Linux OS/Solaris Installation

The CyberIQ Smart Agent for Linux and Solaris requires a binary file and a
configuration file which are on your documentation CD. The configuration
file must be placed in the same directory as the CyberIQ Smart Agent. No
changes are required to the configuration file.

This version of the CyberIQ Smart Agent for Linux only runs on the Intel
80x86 architecture and requires Linux kernel 2.2.X.

To install the agent on a Linux system:
1. Login as root on the Linux-powered server.
2. Insert the documentation CD into the CDROM drive.

3. Copy the CyberIQ Smart Agent files from /<cdrom-
drive>/SAG/Linux/<kernel_version>/<architecture>/smrtagt into
the directory where you will run the CyberIQ Smart Agent as
follows:

cp -r /cdrom SAG | inux/<kernel _version>/<archictecture>*
/ home/ <PROD_DI RECTORY>/ snart agent /

chmod +x / hone/ <PROD_DI RECTORY>/ siart agent / snrt agt
where <kernel_version> is the version of the Linux kernel in use,
and <archictecture> is the hardward platform in use. For example,

<kernel_version> might be replaced by 2.2.x, while <architecture>
might be replaced with i386.

/home/<PROD_DIRECTORY>/smartagent is the directory where
the Smart Agent will be executed. Replace <PROD_DIRECTORY>
with the directory name for the product you are installing.

4. Type the following entry into the /etc/rc.d/rc.local boot file. This
will cause the CyberIQ Smart Agent to start automatically when
the system starts.

if [ -f /hone/<PROD_DI RECTORY>/smartagent/snrtagt ];then
/ home/ <PROD_DI RECTORY>/ smart agent/snrtagt &

fi
To install the agent on a Solaris system:

1. Login as root on the Solaris-powered server.

2. Insert the documentation CD into the CDROM drive.
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3. Copy the CyberIQ Smart Agent files from /<cdrom-
drive>/SAG/Solaris/<os_version>/<archictecture>/smrtagt into the
directory where you will run the CyberIQ Smart Agent as follows:

cp -r /<cdronk/ SAG sol ari s/ <os_ver si on>/ <archictecture>/*
/ home/ <PROD_DI RECTORY>/ snart agent /

chnod +x /hone/ <PROD_DI RECTORY>/ smart agent/ snrt agt

where <os_version> is the operating system version in use, and
<architecture> is the hardware platform the agent will be running
on. For example, <os_version> may be replaced by Solaris 8, while
<archicture> might be replaced with i86pc.

/home/<PROD_DIRECTORY>/smartagent is the directory where
the Smart Agent will be executed. Replace <PROD_DIRECTORY>
with the directory name for the product you are installing.

4.Type the following entry into the /etc/rc3 boot file on a Solaris
system. This will cause the CyberIQ Smart Agent to start
automatically when the system restarts.

if [ -f /hone/<PROD_DI RECTORY>/smartagent/snrtagt ];then
/ home/ <PROD_DI RECTORY>/ smart agent/snrtagt &

fi

CyberPilot

When installing the CyberIQ Smart Agent for use with CyberPilot, you will
also need to install the SmartAgent Apache Module for Linux/Solaris.

1. Copy the CyberIQ Smart Agent module binary from the
documentation CD-ROM to the Apache module directory.

Linux:

cp /<cdromdrive>/SAG |i nux/2.2.x/i386/ apache/ nod_smart agent. so
/ etc/ httpd/ nodul es

Solaris 8/Intel:

cp /<cdromdrive>/ SAG sol ari s/ sol ari s8/i 86pc/ apache/ nod_snartagent.so
/usr/apache/l i bexec

2. Change the file permissions for the module.
Linux:
chnod +x /etc/httpd/ nodul es/ nod_snart agent. so
Solaris 8 for Intel:

chnod +x /usr/apache/libexec/nod_smartagent.so
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. Edit the Apache httpd.comf file.
Linux:

/etc/ httpd/ conf/httpd. conf
Solaris 8/Intel:

/ et ¢/ apache/ htt pd. conf

. Add the following in the LoadMbdul e/ Ext r a module section of the
Dynamic Shared Object (DSO) support configuration section:

LoadModul e smartagent _nodul e nodul es/ nod_smart agent. so
. Add the following to the AddModule/Extra module section:
AddModul e nod_smartagent. c

. Add the following to the last part of the configuration file:

<Location />
smart Agent| P Host _IP
</ Locati on>

Host_IP is the management IP address of the local machine where
the web logs will be monitored.

. After completing the installation, restart the Apache server.
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WINDOWS NT/2000 LocAL CONFIGURATION

When using the CyberIQ Smart Agent with CyberPilot or HyperWAN, no
configuration is necessary. To use CyberIQ Smart Agents with
HyperFlow3, you will want to follow the instructions below. If you have
not done so already, you will need to install the agent on your Windows
NT or Windows 2000 server. For more information on installing the
CyberIQ Smart Agent on your system, see Installing the CyberlQ Smart
Agent on page 8.

When you install the agent, a control panel applet is added to your system.

) NOTE: CyberPilot users will also need to use the Internet Services
e h Manager to identify which Web sites should be probed.
\
From the
Default Web 21
s”e Properhes Directar™Gecurity | HTTP Headers | Custam Errars I Server Extensions I Selecf
bOX, ‘web Site |) Operators | Performance | 1S&FI Fillersl Home D\ractor}ll Documents Cyber|@
Se|eCf the Web te |dentification LO in
Sife tcb. Diescription: IDelauIlWeb Site Mg(gj |g th
IP Adcess: [1arUnassigned) =] Advanced. O_ vie asihe
TCP Port I selpat [ Active log
art: o
format.
- Connection
@ Unlimited

© Limited Te: 1,000 conmections
Cornection Timeout 500 seconds

¥ HTTP Keep-dlives Enabled

—I¥ Enable Logging

Active log format:
IC_pberIQ Loagging Madule

Cybeil( Logging Module
Microzaft 1S Log File Format
NCSA Common Log File Format
Ok I Cancel | Aapply | Help
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Launching the CyberlQ Smart Agent Applet

To launch the CyberIQ Smart Agent:

1. Select Start| Settings| Contr ol

Panel .

The Control Panel window appears (Figure 1).

B3 Control Panel

J File Edit M“iew Go Favortes Help

[_ O] ]

|e - = EEl¥ERR =X EF

JAgIdress I@ Caontrol Panel

E’EI Control Panel
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i o 3Com

Select an icon to view its Dynamicice..

description,

Microsoft Horme poqj

Technical Support Diate/Time
Keyboard

Multimedia

Regional
Settings

Tape Devices  Telephony

o]
B
B

Accessibilty  Add/Remove
phions Programs

@D

Devices Display

=
e I
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H
L
g

-
]

[l

@

=3

=
z
x
e
ES

[PCMCIA)
SCSl Adaplers Server
UPS

Congole

&
todems

Ports Printers
Services Sounds

Irternet
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RealFlaper

]

Cret

Spstemn

CyberlQ Smart
™~ Agent Icon

tdw Computer

Figure 1

Control Panel Window

2. Click the CyberIQ Smart Agent Icon.

The CyberIQ Smart Agent Control applet appears (Figure 2).
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CyberlQ Systems Smarthgent2.0 |

Probe Modules | Load Balancing I

|ndex | Deszcription |
F¥6  MSDTCProbe

HTT F'|| Probe

Server Management [P I m.o2 .43

HyperFlow IP Address I m. 2.4 .1
IEDDD

Checking [nterval [meec]

(5

Add | Delete | Canfigure |

] 4 I Cancel | Apply | Help |

Figure 2 CyberlQ Smart Agent Control Applet

There are two main tabs in the CyberIQ Smart Agent Control applet: Probe

Modules and Load Balancing. The functions of each will be described in
the following sections.
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Probe Modules Tab

The Probe Modules tab is used for adding and deleting and configuring
application health probes. Health probes are sent out by the agent to
measure a specific variable. The health probes define which parameters the
agent will collect.

The Probe Modules Tab includes the fields listed in Table 4.
Table 4 Probe Modules Fields

Field Definition
©@ Probe Table The list of active health probe modules. Read-
only.

©®  Server Management IP The IP address where the server agent listens
for commands. Read-write.

© HyperFlow IP Address  The HyperFlow3 IP address. Events that are
detected by health probes are sent to this IP
address. Read-write.

O® Checking Interval The amount of time (microseconds) that
elapses between application probes by the
health probe. Read-write.

@ Add Used to add application health probe
modules.

@ Delete Used to delete application health probe
modules.

© Configure Used to configure health probes.

NOTE: Not all probes are configurable.

Adding Health Probe Modules

From the Probe tab of the CyberlQ Smart Agent Control applet you can
select the type of probes you would like your agent to use by adding the
specific health probe module(s). To add a health probe module:

1. Click Add @ on the CyberIQ Smart Agent Control applet.
The Open screen appears (Figure 3).
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Open @EH|
Look in: |E Modules j ﬁl

StawServer.prb

Httpz.prb
Mzdte. prb

M et5 how. prb
Smtp.prb

| Open I
j Cancel |

File name: I

Files of type: | HFProbe Files [~ prb)

[ Open az (ead-only

Figure 3 Open Screen

2. Select the type of health probe modules you would like to add.

Table 5 lists the available probes.

Table 5 Available Health Probes

Health Probe Definition Configurable

Database.prb Probes database servers. Yes (page 23)

Ftp.prb Probes FTP servers. Yes (page 21)

Https.prb Probes both HTTP and HTTPS Yes (page 19)
servers.

Msdtc.prb Probes MSDTC servers. No

NetShow.prb Probes Windows Streaming Yes (page 24)
Media servers.

Smip.prb Probes SMTP servers. No

StoryServer.prb  Probes Vignette StoryServers. No

CyberlQ Smart Agent User’s Guide — September 2000



£

£

Once you have added the modules you plan to use, you will need to
configure, or add, the individual probes. The following sections explain
how to configure the modules.

Configuring Health Probes

Most probes are configurable and require that you set specific parameters
to identify the unit to be probed. The configuration screen can be invoked
by choosing the probe type from the table on the CyberIQQ Smart Agent
Control applet, and clicking the Confi gure button.

NOTE: Before you can configure a health probe, you must first add it
to your configuration. See Adding Health Probe Modules on page 17.

HTTP/HTTPS
To configure an HTTP/HTTPS server probe:
1. Click Start| Settings| Control Panel.
The Control Panel window appears (Figure 1 on page 15).
2. Click the CyberIQ Smart Agent icon.
The CyberlQ Smart Agent Control Applet appears (Figure 2 on page
16).
3. Click the HTTP(s) Probe item in the table.
If there is no HTTP(s) probe module in the in the table, you must
add it. See Adding Health Probe Modules on page 17.
4. Click the Confi gur e button.
The Configure HTTP(s) Probe screen appears (Figure 4 on page
20). The Confi gure HTTP(s) Probe screen lists all of the active
HTTP/HTTPs health probes. These are probes that have been
previously added to the module. Each managed HTTP/HTTPS
server should have its own probe.
NOTE: Each server can have multiple virtual servers. Each virtual
server requires configuration.

CyberlQ Smart Agent User’s Guide 19



Configure HTTP(s) Probe E |

Host Address | Dbjecthame | Part | S ecurity
10242 default. hitm 443 On

List of active
hosts 7

Click to add a new host
Figure 4 Configure HTTP(s) Probe Screen

5. Click the Add button to add a new HTTP(s) probe to the module.

The Add Host screen appears (Figure 5).

Add Host ]|

OHost Addiess I

Obiect Mame I
Osecue I On j
OF it Number IMB

O 0k I O Cancel |

Figure 5 Add Host Screen

Refer to Table 6 to fill in the fields on the Add Host screen.
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Table 6 HTTP/HTTPS Add Host Screen Options

Field Definition

@  Host Address IP address where the application is currently
running.

®  Object Name Name of the file to access, for example, test.htm.

®  Secure ON for HTTPS servers and OFF for HTTP servers.

O  Port Number TCP port number that the application uses.

@ O Accept changes and adds the new probe to the
module.

O Cancel Disregard changes and exit screen.

NOTE: To delete an HTTP/HTTPS probe, select the probe on the
Configure HTTP(s) Probe screen, then click the Del et e button.

FTP

To configure an FTP server probe:
1. Select Start| Settings| Control Panel.
The Control Panel window appears (Figure 1 on page 15).

2. Click the CyberIQ Smart Agent icon.

The CyberlQ Smart Agent Control Applet appears (Figure 2 on page
16).

3. Click the FTP Pr obe module in the table.

If there is no FTP probe module in the table, you must add it. See
Adding Health Probe Modules on page 17.

4. Click the Confi gur e button.

The Configure FTP Probe screen appears (Figure 6). The
Configure FTP Probe screen lists all of the active FIP health
probes. These are FIP probes that have already been added to the
module. Each managed FIP server should have its own probe.
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List of active |

hosts

Configure FTP Probe E |

Host Addreszs | Puort |
1111 21

] Cancel [TEelete Help

Figure 6 Configure FTP Probe Screen

5. Click the Add button to add a new FTP probe to the module.
The Add Host screen appears (Figure 7).

Add Host E|

- |
Host Address I

(2]

Part Murmber
O 0k I O Cancel

Figure 7 FTP Add Host Screen

|21

Refer to Table 7 to fill in the fields on the Add Host screen.

Table 7 FTP Add Host Screen Options (1 of 2)

Field Definition

@  Host Address IP address that the FTP application uses.

©  Port Number TCP port number that the FTP application is using.

22
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Table 7 FTP Add Host Screen Options (2 of 2)

Field Definition
® OK Accept changes and add the new probe to the
module.
O Cancel Disregard changes and exit screen.

NOTE: To delete an FTP probe, select the probe on the Configure
FTP Probe screen, then click the Del et e button.

Database
To configure a database probe:

1. Select Start| Settings| Control Panel.
The Control Panel window appears (Figure 1 on page 15).
2. Click the CyberIQ Smart Agent icon.

The CyberlQ Smart Agent Control Applet appears (Figure 2 on page
16).

3. Click the Dat abase Pr obe module in the table.

If there is no database probe module in the table, you must add it.
See Adding Health Probe Modules on page 17.

4. Click the Confi gur e button.
The Configure Database Probe screen appears (Figure 8).

Configure Database Probe

ODBC Conn String I

()4 I Cancel | Help |

Figure 8 Configure Database Probe Screen
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5. Type the database connect string into the ODBC Conn String box.

The database connect string is the string used to query and check the
database application’s health.

6. Click CK to accept your entry; Cancel to close the Confi gure
Dat abase Probe screen and leave it unchanged; or Hel p to access
the help screen.

NetShow
To configure a NetShow probe:

1. Select Start| Settings| Control Panel.
The Control Panel window appears (Figure 1 on page 15).

2. Click the CyberIQ Smart Agent icon.

The CyberlQ Smart Agent Control Applet appears (Figure 2 on page
16).

3. Click the Add button.

If there is no NetShow probe in the table, you must add it. See
Adding Health Probe Modules on page 17.

4. Click the Confi gur e button.
The Configure NetShow Probe screen appears (Figure 8).

Configure Met5how Probe |
Clugter Address |
1.1.1.1
List of NetShow 2.1.13.7
. 4.4.4. 4
Application  —
Probes
] Cancel WElete Help

Figure 9 Configure NetShow Probe Screen
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5. Click Add to enter a new NetShow probe to the module.

The Add Cluster 1P screen appears (Figure 10).

Add Cluster IP Ed

Clizter Address I |

0k I Cancel |

Figure 10 Add Cluster IP Screen

6. Type the IP address in the Cl uster Address box.

7. Click OK to accept the new NetShow probe, or Cancel to close the
Add O uster |P box and leave the module unchanged.

Load Balancing Tab

The Load Bal anci ng tab of the CyberIQ Smart Agent Control Applet
(Figure 11) is used for configuring server load calculation and reporting.

CyberlQ Systems Smartigent2.0 EH

Probe Modules  Load Balancing |

Sampling *indow Sizeo
Weights
e i 100
(3 P [o
o Memary ID
e M etwork, ID

m. 20403

Server Management [P

HyperFlow [P Address m.z. 4.1

Checking Interval [mzec) IEDE"J
Ok I Cancel | Apply | Help

Figure 11 Load Balancing Tab
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The fields on the Load Balancing tab are defined in Table 8.

Table 8 load Balancing Tab Options

Field

Definition

load calculation.

Server Management IP
address

IP address server uses for load calculations.

HyperFlow IP address

IP address where calculated load is sent.

Checking Interval

@ Sampling Window Size  Number of samples taken from the server
resources per period.

® CPU Percentage (weight) of CPU from load
calculation.

® Disk Percentage (weight) of disk 1/O from load
calculation.

O Memory Percentage (weight) of memory from load
calculation.

O Network Percentage (weight) of network 1/O from

(6]

(7]

(8]

Time period per each load calculation sent.

£

must be 100.

NOTE: The total value for CPU, Memory, Disk and Network weights

26
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LINUX AND SOLARIS LOCAL CONFIGURATION

The CyberlQ Smart Agent for Linux and Solaris uses a configuration file instead of local command lines.
The default configuration file contains comments that are helpful to users. The default configuration file is
shown below:

HHHHHHHHHHHH
# Server Load Configuration
HHHHHHHHHHHHH

#

# Enabl e or disable server resource |oad agent.

#

# Format:

# LoadSt at us enabl e| di sabl e

#

# Where

# enabl e start a task daenon and disable no task will be spawned
#

# Defaul t

# enabl e

#

LoadSt atus enabl e

#

# Sets what local IP address to use. In HF3 this corresponds to a
# managenent | P of our physical server. Useful for nulti-humor for
# nmore than one ethernet systens. |n sone cases that uses only one
# | P address, this can be set to 0.0.0.0 nmeani ng auto-detect.

#

# For mat

# LoadMgnt | pAddr ess <i p_address>

#

# \Where

# <ip_address> is the | P address of the local machine

#

# Defaul t

# 0.0.0.0

#

LoadMgnt | pAddress 0.0.0.0

#

# Automatically report/send our resource load at a specified interval to
# this | P address. Instead of continuously polling at our agent, this IP
# address can be set to point to whoever is nonitoring our |load (e.g. HF3)
# Setting this IP address is optional it can be set to 0.0.0.0

# whi ch nmeans no reporting

#

# For mat

# LoadEvent Host <i p_address>

#

# Where
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# <ip_address> is the | P address that nonitors our | oad.
#

# Defaul t:

# 0.0.0.0

#

LoadEvent Host 0.0.0.0

#

# Sets the sanpling interval. This is also the interval to
# automatically report/send resource load, if configured.
#

# Format:

# Loadl nterval <sec>

#

# Were:

# <sec> is the interval in seconds to sanple our resource |oad.
#

# Defaul t:

# 10

#

Loadl nt erval 10

#

# Set the nunber of sanples to average.

#

# Format:

# LoadNunSanpl es <num sanpl es>

#

# \Where:

# <num sanpl es> i s the nunber of sanples.

#

# Defaul t:

# 3

#

LoadNuntanpl es 3

#

# Sets the various weights to consider in calculation of total
# server |oad.

#

# Format:

# CPUWei ght <wei ght >

# Di skWei ght <wei ght >

# Menor yWei ght <wei ght >

# Net wor kWi ght <wei ght >

#

# \Where:

# <weight>is the weight for a particular resource.

#

# Defaul t:

#  CPUWeI ght = 100

# Di skWei ght =0
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# MenmoryWeight =0
# Net wor kWei ght = 0
#

CPUWeI ght 100

Di skWei ght

0
Menmor yWei ght 0
Net wor kWei ght 0

HOH OH H O H H

#
#
#

Set the disk bandwi dth supported by your Linux system
This value is only used in calculating disk utilization
in Linux, and is not used in Solaris.

The default val ue of 4000000 is reasonable

for systenms using | DE and SCSI.

For mat :

Di skBandwi dt h <bandwi dt h>

where: <bandwi dth> is the disk transfer speed
supported by your system For |DE drives, you can
get this value by running /sbin/hdparm-t <drive>.

BRI R R R T R R I R AR IR T Rt i i

# Probe Configuration

WA IR A A R R A A A AT AT R A R T I
#

# Enabl e or disable service/application probe.

#

# Format:

# ProbeSt at us enabl e| di sabl e

#

# \Where:

# enabl e start a task daenpbn and disable no task will be spawned.
#

# Defaul t:

# di sabl e

#

ProbeSt at us di sabl e

#

# Sets what local IP address to use. In HF3 this corresponds to a
# managenent | P of our physical server. Useful for nmulti-humor for
# nmore than one ethernet systens. |n sone cases that uses only one
# | P address, this can be set to 0.0.0.0 neani ng auto-detect.

#

# Format:

# ProbeMgnt | pAddr ess <i p_address>

#

# \Were:

# <ip_address> is the | P address of the |local nachine.

#
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Def aul t:
0.0.0.0

* B

Pr obeMgnt | pAddr ess 0.0.0.0

Automatically report/send probe event status at a specified interval to
this I P address. |Instead of continuously polling at our agent, this IP
address can be set to point to whoever is nmonitoring our probes

(e.g. HF3) Setting this IP address is optional it can be set to 0.0.0.0
whi ch neans no reporting. Probe event status reports if-and-only-if
there is a change in status (e.g. DOAMN to UP or UP to DOW).

For mat :
Pr obeEvent Host <i p_address>

VWher e:
<i p_address> is the | P address that nonitors our probes.

Def aul t:
0.0.0.0

HOH O H O OH HH O HHHHHH R R

Pr obeEvent Host 0.0.0.0

Sets the interval to start all the probes. This is also the interval to
automatically report/send probe status, if configured.

For mat :
Probel nterval <sec>

Wher e:
<sec> is the interval in seconds to start all the probes.

Def aul t:
10

HOHOH H O R R HOHHHH

Probel nterval 10
Li st of probe npdule to use.
Format: ProbeMdul e <type>

\Wher e:
<type> is the type of probe.

Def aul t:
Pr obeMbdul e 01

Li st of known probe nodul e:
Nanme Type

HOH OH O OH OH R R H O HH

w
(e}
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HOH OHHH HHHHHHHHHHHHHHHHHHHHHEHHHHHHHHHHHHEH R

HTTP 01

HTTPS 02

FTP 03 *
DATABASE 04 *
SMIP 05 *
MSDTC 06 *
NETSHOW 07 *
STORYSERVER 08 *
SNVP 09 *

| CVP/ PI NG 10 *

* To be supported.

50- is allocated for custom probe nodul es
Cui del i nes For Witing Custom Probe Mdul e:
There are two ways to wite a probe nodule, one is by witing a
shell script or a dynanmic |oadable library (.so), but we recomend
the latter for performance reason.
1. Shell Script:
Wite your shell script that accepts and parses whatever intended
argunent and would return zero (0) for UP and non-zero as DOM.
Fi | enane should be in two (2) digit formthat woul d corresponds the
al | ocat ed probe nmodul e type (any uni que number starting from 50).
2. Dynam c Loadable Library:
In your library, wite a function that accepts and parses a null
ternenated string as paraneter and would return zero (0) for UP and
non-zero as DOMN. Function nanme nust be "probeExec". Fil ename nust
be in the formof "lib<type>. so" where <type> corresponds the
al | ocat ed probe nodul e type (any uni geue nunber starting from 50).

Functi on prot ot ype:

int probeExec ( char *stringParam)

Pr obeMbdul e 01

#
#
#
#
#
#
#
#

Li st of probes to execute.

Format: Probe <type> <paranp\n

Wher e:
<type> is the type of probe npdule to use and <parant is a null
termnated string it will be pass as paraneter to the probe nodul e
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# during the execution of probe. <paranr will also be pass as a
# payl oad/ data during a probe status reporting or polling.

# NOTE: <param> will be parse until a newline is encountered.

#

# Defaul t:

# <none>

#

32 CyberlQ Smart Agent User’s Guide — September 2000



	The CyberIQ Smart Agent
	Who Should Use the CyberIQ Smart Agent?
	HyperFlow3
	CyberPilot
	HyperWAN

	Requirements
	Acquiring the CyberIQ Smart Agent

	Installing the CyberIQ Smart Agent
	Windows NT/2000 Installation
	Windows Network Services

	Linux OS/Solaris Installation
	CyberPilot


	Windows NT/2000 Local Configuration
	Launching the CyberIQ Smart Agent Applet
	Probe Modules Tab
	Adding Health Probe Modules
	Configuring Health Probes

	Load Balancing Tab

	Linux and Solaris Local Configuration

